CHAPTER-III FORENSIC PHOTOGRAPHY

The law enforcement community must continually assess its mission to ensure the
effective use of photography. This ongoing review requires exploring various
potential applications, as photographic responsibilities and objectives can vary

significantly depending on the situation.

A critical application of photography in law enforcement is the documentation of
crime scenes. A comprehensive visual record of the scene is essential for thorough
investigations and subsequent prosecutions. Thus, it is crucial to address theoretical,
legal, and technical considerations before conducting on-site photography. It is
important to note that poorly planned, executed, or displayed photographs can
adversely impact the success of the crime scene investigation. Hence, crime scene

photography is a fundamental component of the entire investigative process.

Before beginning systematic photography, the purpose and fundamental principles
must be established. The primary goal of crime scene photography is to create a
detailed visual record of the scene and its significant elements. Photography should
capture a logical sequence that illustrates the "story" of the scene. It is essential to
keep the scene undisturbed to ensure that the photographs accurately represent the
original conditions. The comprehensive documentation of the scene should not be
compromised by concerns about the cost of film; thoroughness is paramount. When in
doubt, it is better to take additional photographs rather than risk missing important

details that may become significant later.

Theoretical considerations in crime scene photography involve creating a sequence of
images that cover all relevant aspects of the scene. This approach generally follows a
"general to specific" progression, involving three main types of shots: 1) long-range,
2) mid-range, and 3) close-up. Long-range photographs might include aerial views or
wide shots of a scene, such as a hallway, while mid-range shots provide a more
focused view from a distance of ten to twenty feet. Close-up photographs, taken from
five feet or less, focus on detailed evidence not visible in wider shots. Each stage of
the crime should be separately documented, illustrating the sequence of events from

the approach to the scene, the commission of the crime, and departure.

The perspective of the camera is essential to making sure that photos accurately

capture the scene. In a living room, for example, long-range images should show the
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area from eye level, mid-range shots should have enough detail to connect the various

aspects of the scene, and close-ups should highlight certain pieces of evidence.

Whenever possible, measurement scales should be utilized to appropriately illustrate
relationships between size and distance. To prevent clutter, nevertheless, it can also be
necessary to shoot pictures without these scales. Usually, it helps to jot down the
position of each shot so that you have a reference point for figuring out the
perspective of the pictures. For better understanding, this sketch can be marked up

and affixed to the pictures.

In general, there are five sorts of photographs: 1) images of the site, which display the
different sections of the crime scene; 2) shots of the surroundings, which help
determine the kind of crime; and 3) photos of the results, which depict the course and
consequences of the crime, 4) tangible evidence images, which record evidence in

connection with the incident.

Contrary to the belief that analog photos were inherently trustworthy, they were
simply harder to forge due to the complexity of the process. For instance, Nicéphore
Niépce created the first surviving photograph in 1825, but even early photography
faced issues with forgeries. By the 1860s-1870s, expert photographers were already
creating convincing forgeries, such as the altered image of General Grant during the

American Civil War, where only his face was genuine.

Today, digital imaging allows for highly convincing fakes even with low-power
devices like smartphones. Forged images can misrepresent various contexts, from
fashion to military displays, raising serious concerns when used in social, political, or
military contexts. For example, falsified images of missiles could mislead military
decisions, while manipulated academic or medical images can affect research and

insurance claims.

Identifying the authenticity of an image by visual inspection alone is unreliable, as
genuine photos can appear fake and vice versa. This highlights the need for
sophisticated Digital Image Forensics. This field aims to trace an image’s history and
verify its authenticity by analyzing subtle traces of manipulation. Digital Image
Forensics operates without access to the original, unaltered image and relies on

detecting these subtle traces of processing to uncover manipulations. Given the
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complexity of image processing, tracing the full history of an image can be

challenging, as each edit diminishes evidence of prior modifications.

3.1 The history of forensic photography
The history of forensic imaging traces back to the invention of the camera obscura,
the earliest pinhole camera. These early pinhole cameras were employed by scientists

to observe the sun and by artists for sketching.

Discrepancies in historical dates often arise due to multiple associated milestones: the
initiation of research, completion of results, patenting, and public announcement. For
instance, the evolution of the camera obscura involved several key developments. In
1550, Girolamo Cardano introduced a lens to the camera obscura design, a term he
coined based on its resemblance to lentils. Giovanni Battista della Porta enhanced the
design in 1558 by incorporating lenses and curved mirrors to produce upright images,
though this was not published until 1588. The addition of a diaphragm, attributed to
Daniele Barbaro in 1568, completed the foundational elements of early photographic

cameras.

Progress in photographic technology continued slowly. In 1614, Angelo Sala noted
that sunlight darkened silver nitrate, though its significance was not understood at the
time. Later, in 1725, Johann Heinrich Schulze demonstrated that light darkens certain
silver salts. In 1737, Jean Hellot used a photographic process to reveal secret writings
by exposure to light, possibly coining the term "photography," meaning "writing with

light"

Carl Wilhelm Scheele’s 1777 discovery that silver chloride turns black with light and
can be dissolved by ammonia did not lead to practical photographic applications. The
first documented photographic attempt using a camera obscura was made by Thomas
Wedgwood in 1795, which failed due to underexposure and difficulties in fixing the

image.

In 1800, Sir William Herschel’s discovery of the invisible infrared spectrum through a
simple experiment significantly impacted law enforcement photography. He used a
beam splitter to separate white light into its component colors and discovered the

infrared region of the electromagnetic spectrum (Scott, 1969, Vol. 2, p. 79).
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Joseph Niépce’s photography experiments began in 1816, with John Herschel
discovering the use of hydrosulfite of soda to dissolve silver salts in 1819. This

innovation marked him as a pioneer in photography.

In 1835, William Henry Fox Talbot produced the first photographic negative,
followed by Sir John Frederick William Herschel’s discovery of hyposulphite of soda
for fixing photographic images (Hedgecoe, 1980, p. 22; Davis, 1995, pp. 6-7).
Talbot’s calotype process, patented in 1841, involved a silver chloride-coated light-
sensitive paper and was also commercially successful (Davis, 1995, pp. 5-6;

Hedgecoe, 1980, p. 22).

The 1850s saw further innovations: Aimé Laussedat developed photogrammetry,
Frederick Scott Archer created the collodion wet plate process, and Sir George G.
Stokes discovered UV fluorescence and formulated Stokes' Law, foundational for

fluorescent photography in law enforcement.

In 1854, new processes like the ambrotype and carte-de-visite emerged, offering
cheaper alternatives to the daguerreotype. The ambrotype, invented by J.A. Cutting,
and the carte-de-visite, developed by André Adolphe-Eugene Disdéri, were easier and
more affordable (Davis, 1995, p. 10; Spira, 2005, et al., pp. 55-62). The tintype,

invented by Hamilton Smith in 1855, was another economical option.

The evolution of photographic technology continued with significant milestones,
including Gaspar Felix Tournachon’s aerial photograph of Petit-Becetre in 1858,

captured from a hot-air balloon using the wet plate process (Jeffery, 1998, p. 220).

e Early Use of Photography in Forensics: Forensic image analysis has roots as
early as 1851 with the examination of a faked color daguerreotype. The pivotal
moment came in 1859 when the U.S. Supreme Court ruled on the admissibility of
photographs as evidence, setting a precedent for the use of photographic evidence

in legal proceedings.

e Stereo Photography and VR Integration: While stereo photography was
popular in the mid-19th century, it was not widely adopted by law enforcement at
the time. However, modern forensic techniques now integrate similar principles

with VR and photogrammetry for detailed crime scene analysis.

FACULTY OF COMPUTER SCIENCE Page 23



CHAPTER-III FORENSIC PHOTOGRAPHY

e Color Photography Advances: In 1861, Maxwell and Sutton's successful color
separation negatives laid the groundwork for modern color photography. This
development, despite being achieved with orthochromatic film, demonstrated the

potential for accurate color reproduction.

e Civil War Photography: Mathew Brady and other photographers documented
the American Civil War, influencing public perception and raising early concerns

about photographic accuracy and representation.

e Crime Scene Photography: By 1867, crime scene photography had begun, and
early marketing for crime scene cameras mirrored modern sales tactics for digital

photography systems.

e Spirit Photography Fraud: The 1860s and 1870s saw the rise of fraudulent spirit
photographs, which were faked using double exposure techniques. This early form
of photographic deception underscores the need for forensic analysis to verify

image authenticity.

e Technological Advances: Key developments included Hermann Wilhelm Vogel's
dye-sensitizing technology in 1873, which extended the color sensitivity of black-
and-white films, and the rise of flexible transparent film patents in the late 19th

century.

e Court Admissibility: Throughout the late 19th and early 20th centuries, various
court cases established standards for photographic evidence, including the

admissibility of photographs, X-rays, and color images.

Aerial Photography: The late 19th and early 20th centuries also saw advancements
in aerial photography, starting with Alfred Nobel's rocket-mounted camera in 1897

and the Bavarian Pigeon Corps' use of pigeons for aerial shots.

Modern Developments: By the 1930s, flash bulbs and new color film technologies
improved forensic photography. The development of stroboscopic flash systems, dye-
destruction color film, and instant photography by Edwin Land in the mid-20th

century further advanced forensic imaging capabilities.
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FBI Laboratory Developments: In 1942, the FBI Laboratory separated its

photographic operations into processing and special photographic units, which

eventually became the Forensic Audio, Video, and Image Analysis Unit.

State-Level Crime Laboratories: Crime laboratories across states have evolved

differently. Some are part of state police, while others, like Wisconsin's, fall under the

Department of Justice. Wisconsin's crime lab, established in 1947, recognized

photography as a distinct forensic discipline, which helped forensic photographers

gain equal classification and pay as other forensic scientists.

Technological Impacts:

1940s: Introduction of color photography for mug shots.

1980s: Use of Polaroid print film for instant booking photographs, and later,

digital photographs which almost eliminated identity-swapping issues.

1957: Introduction of the videotape recorder, which replaced motion picture film

for video recording.
1963: Launch of Polaroid Polacolor instant print film.

1965: Introduction of Super 8mm movie equipment and fully automatic electronic

flash units.

Legal Developments:

1884: Barrow-Giles Lithographic Co. v. Sarony established that photographs are

documents under the U.S. Constitution.

1948: Tennessee Supreme Court ruled that the Best Evidence Rule does not
always apply to photographic evidence.

1951: Requirement for photographs to be submitted to the opposing party before

being admitted as evidence.

1970s-1980s: Important court cases affirmed the admissibility of photographic
and video evidence, and the development of the ACE-V methodology for latent

print analysis also influenced forensic photography.

FACULTY OF COMPUTER SCIENCE Page 25



CHAPTER-III FORENSIC PHOTOGRAPHY

ACE-V Methodology: Developed in the 1970s, ACE-V stands for Analysis,
Comparison, Evaluation, and Verification, and is used in both latent print and

photographic comparisons.

Forensic Imaging Organizations:

e 1973: Formation of the American Society of Crime Laboratory Directors

(ASCLD).

e 1989: Founding of the Law Enforcement and Emergency Services Video

Association (LEVA).

e 2002: Digital and multimedia disciplines, including image and video analysis,

were formally recognized.

Technological and Software Advancements:
e 1970s: Introduction of the VHS format and laser dye-staining for latent prints.
e 1980s: Availability of 35mm point-and-shoot cameras and personal computers

capable of digital image processing.

Significant Court Case (1987): U.S. v. Alexander highlighted the importance of

expert testimony in photographic comparisons, particularly in forensic contexts.

The evolution of forensic imaging from the late 20th century into the early 21st
century highlights significant developments in technology, professional standards, and

legal considerations:
1. Formation of SWGIT:

e In 1989, a symposium in Las Vegas led to the creation of a new group

focused on imaging technologies in forensic science.

e This group evolved into the Scientific Working Group on Imaging
Technologies (SWGIT) in 1998, with a video subcommittee added in
2001.

e SWGIT aims to integrate imaging technologies within the criminal justice
system, providing guidelines for the capture, storage, processing, analysis,
transmission, and output of images. It includes representatives from law

enforcement, academic institutions, and corporations.
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2. Impact of Professional Organizations:

1997 IAI Resolution 97-9: Recognized digital imaging as a valid
technology in forensic science, contingent on equipment specifications,
quality control, and the expertise of the imaging specialist. This resolution
came between the Frye and Daubert standards, addressing issues like

general acceptance and methodology.

1999 Formation of CFSO: Aimed to inform Congress about the need for
funding for forensic science disciplines beyond DNA, including

showcasing various forensic disciplines to lawmakers.

3. Technological Advancements:

1992-1995: Development of crime scene sketching programs like Fire
Zone CAD and Crime Zone CAD, which could link to laser crime scene
mapping and automated panoramic cameras. These tools enhanced crime

scene documentation and visualization.

1999: Introduction of automated panoramic cameras capable of creating
QuickTime files linked to crime scene sketches with photogrammetry

capabilities.

4. Court Cases and Legal Developments:

1987: U.S. v. Alexander underscored the significance of expert testimony

in photographic comparisons.

1990s-2000s: Continued reinforcement of the general foundations for
admitting videotapes and photographs into evidence, focusing on

relevance, accuracy, and the probative versus prejudicial balance.

2005 Wisconsin State Attorney General’s Office Memo: Confirmed no
legal requirement for a chain of custody for digital photographs and
videos, though a chain of custody is required for physical evidence

photographs and videos.

1999 Florida Case (Dolan v. State): Addressed chain of custody issues
related to digital photography and video evidence.
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e 2007 IAI Resolutions:

o Resolution 2007-8: Rejected the use of optical watermarks for

authenticating digital images.

o Resolution 2007-7: Recognized the validity of photographic

comparisons and outlined limitations.

Photogrammetry

Crime Scene Documentation

Adequate documentation of a crime scene involves three main activities:
1. Photography: Capturing visual evidence and context.

2. Measurement: Measuring the crime scene and evidence within it.

3. Sketches and Diagrams: Creating detailed diagrams of the scene.

Challenges and Potential Solutions

e Eliminating Measurement: The suggestion of eliminating traditional
measurement methods is not proposed. Instead, photogrammetry is presented as a
supplement to traditional techniques. While photogrammetry may not entirely
replace traditional measurements, it offers a means to enhance accuracy and

efficiency.

Photogrammetry Overview
e Definition: Photogrammetry involves:
o Photographing an object.
o Measuring the object's image on the photograph.
o Reducing measurements to a usable form, such as a map or diagram

(Moffett & Mikhail, 1980; Slama, 1980).

e Applications: Photogrammetry is used in various fields, including mapping the
moon and crime scene documentation. It integrates photography with

measurement, providing an alternative or supplement to traditional methods.
Benefits of Photogrammetry

1. Complex Scenes: Useful in scenes with numerous or intricate pieces of evidence

where traditional measurements may be impractical (Baker & Fricke, 1986).
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2. Uncertainty: Helps in situations where the importance of evidence may not be
immediately clear, aiding in later reconstruction (Whitnall & Millen-Playter,

1988).

3. Adverse Conditions: Effective in unfavourable weather conditions where

traditional measuring methods may be difficult or impossible (Baker, 1983).

4. Limited Resources: Provides a solution when the investigator is working alone or

lacks the usual equipment (Baker & Fricke, 1986).

5. Urgent Situations: Useful in time-constrained situations, such as high-traffic

areas or urgent calls.

6. Minor Scenes: Helps in documenting scenes that may initially seem minor but

could later turn out to be significant.

7. Insurance Shots: Allows for additional documentation that might be used later to

extract more information from initial photographs.

Comparison to Advanced Systems

e Total Stations: Advanced systems like Total Stations, which use laser sighting
and computer diagramming to create 3D models, are highly effective but not
universally accessible. Photogrammetry provides a more accessible alternative,

filling the gap between hand-drawn diagrams and advanced measurement systems.
Digital Image Forensics in Practice

Digital Image Forensics draws from Digital Steganography and Digital
Watermarking, which both conceal information in images to protect ownership and
verify integrity.

e Steganography hides messages within images in a way that is undetectable to the

human eye.

e Digital Watermarking embeds a visible or invisible signature into images to
indicate ownership or ensure integrity. Watermarks can be robust (surviving

processing) or fragile (damaged by alterations).
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Unlike these methods, Image Forensics does not require the original image or
additional information about it. It uses a "blind" approach to analyse images for

authenticity, without needing specific hardware.
1. Image Generation Process

Using processing traces, forensic tools examine an image's past. Important phases

consist of:

e Acquisition: The process of obtaining light, which leaves recognizable traces,
through lenses and sensors. Certain brands and devices have distinct acquisition
footprints that include things like Color Filter Array (CFA) patterns, lens

aberrations, and sensor noise (Photo Response Non-Uniformity, PRNU).

e Coding: Certain artifacts, like quantization and blocking artifacts, are left behind
by JPEG compression. These may reveal forgeries by assisting in the
identification of compression parameters and determining whether a picture has

been recompressed.

e [Editing: Tools can be used to alter images for either benign or malevolent ends.
Resampling (rotation, scaling) is one type of editing that might generate periodic

artifacts. Changes to the image's look can occasionally mask earlier manipulation.
Key Points:

e Acquisition Footprints: Indicate the type, brand, and model of the capturing

device, and can reveal inconsistencies if splicing has occurred.

e Coding Footprints: Show compression parameters and can identify multiple

compression instances.

e [Editing Footprints: Include modifications from editing tools, which can obscure

tampering or alter the image’s message.

Contrast enhancement, commonly achieved through histogram equalization, adjusts
pixel intensity values to improve image quality but can introduce artefacts detectable
in the histogram, such as unexpected peaks and gaps. Median filtering, used for
denoising and smoothing, may also obscure previous processing traces; it is detectable

through increased pixel value similarity and block-wise correlations. JPEG re-
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compression can reduce visibility of manipulation traces by smoothing out artefacts
but can be identified by anomalies in grid alignment or quantization tables.
Tampering detection involves various techniques: cut & paste forgery can be detected
by grid misalignment in JPEGs, inconsistencies in device artefacts, and resampling
traces; copy-move forgery detection uses block-wise analysis or robust local
descriptors like SIFT or SURF to identify duplicated regions; seam carving, a content-
aware resizing technique, introduces specific traces that can be detected through seam
classifications; and digital inpainting, which reconstructs or removes parts of images,
can be identified by detecting patterns consistent with inpainting methods. Each
manipulation technique leaves unique traces or inconsistencies that forensic

algorithms analyse to detect and understand image alterations.

Digital Image Counter-forensics

Until recently, counter-forensics—strategies developed to evade forensic analysis—
received minimal attention. Adversaries, who possess knowledge of signal processing
similar to forensic analysts, aim to manipulate images while making their alterations
undetectable. This discipline, known as counter-forensics (or anti-forensics), includes
techniques designed to hide, remove, or falsify traces of illicit processing. Counter-
forensic techniques often leave their own detectable traces, which forensic analysts
can exploit to identify and address limitations in current forensic tools. Presently,
counter-forensics can obscure traces of JPEG compression, resampling, filtering, and
histogram manipulations. The ongoing interplay between forensic and counter-

forensic methods highlights the need for improved forensic tools and approaches.

The Image Dependency Problem

Current image forensics tools focus primarily on analysing single images, but
understanding relationships between groups of images—image dependencies—can be
equally or more important. Image dependencies can reveal how images relate to one
another, identify clusters of images from the same source, and track how image usage
evolves over time and across different contexts. For example, analysing dependencies
can expose how certain iconic images, like those of the polar bear, the Afghan girl, or
significant historical events, have been duplicated and manipulated online. Similarly,
images of famous paintings, such as the Mona Lisa, often vary in color, size, and

detail despite originating from the same artwork.
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Formalizing and comprehending these linkages is a challenge in the study of picture
dependencies since many images have actual origins and transformations that are not
always recognized or known. In order to solve this, we need to blend human thinking
with automated data collecting to deduce logical linkages. In order to make
relationship analysis practicable, the chapter will discuss state-of-the-art methods for
analysing sets of related photos, explain the idea of detecting dependencies, and

present certain presumptions regarding typical image duplication procedures.

Pointers to Near-Duplicates Analysis

The literature on image retrieval makes a distinction between two kinds of image
duplication: Near Duplicate (IND) detection, which locates variants of pictures that
have been altered through different processing approaches, and Exact Duplicate (IED)
detection, which discovers exact copies of a reference image. Scene (such as backdrop
alterations, occlusions), Camera (such as perspective shifts, zoom), Photometric (such
as lighting, exposure adjustments), and Digitization (such as compression, recoloring,
scaling, and cropping) are the categories into which modifications that result in near-

duplicates can be divided.

Efficient data handling is necessary because IED and IND detection methods
frequently require huge image datasets and strict time limits. Robust descriptors such
as Scale Invariant Feature Transform (SIFT) (Lowe, 2004), which has been applied in
several research (Ke et al., 2004; Foo et al., 2007a; Zhu et al., 2008), are commonly

used to represent images. Adding several descriptions together can increase accuracy.

While these methods can cluster similar images, they often fail to reveal relationships
between images within each cluster. A notable attempt to address this is image
archaeology (Kennedy and Chang, 2008), which uses binary detectors to analyze
near-duplicate connections, producing a Visual Migration Map. Despite its promise,
this system lacks a rigorous theoretical framework, does not account for exact
duplicates, and does not provide a confidence score or parameter estimation for

relationships.

Although similar photos can be clustered using these methods, links between images
within each cluster are frequently not revealed. Image archaeology (Kennedy and

Chang, 2008) is a noteworthy effort to solve issue, as it creates a Visual Migration
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Map by analysing near-duplicate connections using binary detectors. Though
promising, this system lacks a sound theoretical foundation, does not take precise
duplication into account, and does not offer relationship parameter estimation or a

confidence score.

De Rosa et al. (2010) presented a methodology that uses pairwise comparison of near-
duplicates to formally formalize picture associations. Their method separates a picture
into "noise," or content, and uses these two components as a fingerprint to quantify
relationships between them. This technique handles compressed images, handles

geometric transformations more broadly, and handles exact duplicates more skilfully.

Dias et al. (2012) introduced an analogous technique called image phylogeny, which
uses dissimilarity measures to examine near or exact duplicates. In contrast to De
Rosa et al., Dias et al. build their dependency graph, the Image Phylogeny Tree, using
minimal spanning trees as opposed to heuristic criteria, and process the complete

image instead of only the noise component.

Decision Fusion in Digital Image Forensics

Image forensic research has predominantly concentrated on detecting artefacts
introduced by single processing tools. However, in tamper detection, the specific
artefacts to be identified are often unknown in advance. This necessitates the
application of multiple tools designed for different scenarios. Two primary challenges
arise: (1) creating an effective strategy to consolidate the information from various
tools into a unified output, and (ii) managing the uncertainty caused by error-prone
tools. This process of integrating multiple data sources to form a consistent and useful

representation is known as information fusion.

In this thesis, a solution to these challenges is proposed through a fusion framework
based on Fuzzy Theory. Fuzzy systems are beneficial in applications where reasoning
must be resilient to noise, approximation, or imprecise inputs. A practical
implementation of this framework is described, including experiments that test its
effectiveness in a realistic scenario. In these experiments, five forensic tools utilized
JPEG artefacts to detect cut-and-paste tampering within specific regions of an image.
The results demonstrate the framework’s effectiveness, particularly in comparison to

traditional methods.
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Information Fusion in Image Forensics

Information fusion involves integrating multiple data sources and knowledge
representations to produce a coherent and accurate representation of the real-world
object. In image forensics, each technique is tailored to detect specific footprints left
by different processing tools. However, forensic techniques are not infallible; they are
subject to uncertainties and inaccuracies due to various factors, including tool

settings, image characteristics, and deviations from the tool's working assumptions.

Typically, multiple processing tools are used to create altered images rather than
relying on just one. As a result, using a single detection method may not be sufficient.
Instead, a range of tools is applied, each producing a different type of output, such as
probabilities, scalar values, or binary results. This variety of outputs complicates the
process of making a unified judgment about an image's authenticity. Simple methods,
like binary OR majority voting, may not always yield satisfactory results due to their

limitations.

Although machine learning approaches like Support Vector Machines (SVM) and
Neural Networks (NN) offer more complex solutions, they come with challenges,
including increased processing demands and the need for retraining when new tools

are introduced.

To address these issues, the chapter introduces a fusion framework based on Fuzzy
Theory. This approach aims to effectively manage and integrate the uncertain and

varied outputs from different forensic tools into a single, final decision.

General Pointers to Information Fusion

Information fusion is the process of combining facts and data about a single real-
world entity from various sources to produce a meaningful, accurate, and cogent
representation. It is also known as decision combination, expert conciliation,
knowledge integration, and decision fusion. This method is widely applied in many
different domains, including imaging, biometry, satellite imaging, remote sensing, and
speech and speaker recognition. For example, merging information from speech
recognition, iris scans, gait analysis, and fingerprints improves the accuracy of

biometric verification.
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Information fusion originated from the goal of combining the outputs of different

classifiers to increase classification accuracy.
The approaches that are pertinent to Image Forensics are included in the classification
Categories of Information Fusion

1. Feature Level Fusion
e Concept: Combines features extracted from different tools before
classification.
e Advantages: Can achieve higher discriminative power by integrating
diverse features.
e Challenges: Issues may arise with conflicting, redundant, or high-
dimensional features, necessitating complex feature selection

Processes.

2. Measurement Level Fusion

e Concept: Combines scores computed independently by each tool
based on its own features.

e Advantages: Simpler and less data-intensive compared to feature level
fusion. Challenges: Sensitive to noise and uncertainty; requires
consistency in score representation. Methods include:

o Classification Techniques: Use classifiers like SVMs, neural
networks, and decision trees to process aggregated scores.

o Combination Techniques: Aggregate scores using methods
like linear combinations, min, max, mean, median, product
rules, Bayesian models, and non-traditional approaches like
Fuzzy Theory and Dempster-Shafer Theory.

3. Abstract Level Fusion

e Concept: Combines class labels assigned by each classifier to make a
final decision.

e Advantages: Universal applicability as all classifiers can provide

labels.
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e Challenges: Limited information available; decisions are often made

using majority voting, weighted voting, or AND/OR rules.

3.2  Information Fusion in Image Forensics
In image forensics, tasks like source identification or forgery detection can be
approached as classification problems, enabling fusion at feature, measurement, or
abstract levels.
1. Fusion at Feature Level

e Examples:

o Camera Model Identification: Fusion of similarity measures,
image quality metrics, and Wavelet coefficients to identify
camera models.

o Scanner Model Identification: Uses noise statistics features
and gray-level co-occurrences to differentiate scanner brands.

o Device Class Identification: Combines noise statistics and
color interpolation coefficients for device classification.

o Forgery Detection: Combines features from multiple detectors
(e.g., copy-move forgery detectors) to enhance detection
accuracy, as demonstrated by (Chetty and Singh, 2010).

2. Fusion at Measurement Level
e Examples:
o Fuzzy-Based Framework: Introduced by (Barni and Costanzo,
2012b) for combining scores from heterogeneous tools.
o Dempster-Shafer Theory: Proposed by (Fontani et al., 2013)
for combining evidence in a flexible manner without relying on
a priori probabilities.
3. Fusion at Abstract Level
e Examples:
o Weighted Majority Voting: Combines outputs of multiple
tools using various voting mechanisms.
o Behavior Knowledge Space and Naive Bayes: Used in
conjunction with weighted majority voting to improve

detection performance.
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3.3  Foundations of Fuzzy Theory

Fuzzy Theory is integral to the proposed fusion framework, as it handles imprecise,
noisy, and uncertain information effectively. It provides a way to reason about data in
a more flexible manner compared to traditional binary logic, allowing for a more
nuanced integration of data from diverse sources. The principles of Fuzzy Theory will

be further explored and applied in subsequent chapters of the thesis.

Digital Image Counter-Forensics

Digital Image Counter-forensics involves developing techniques to mislead forensic
analysis by concealing, removing, or falsifying traces that forensic tools detect.
Despite the field's progress, challenges remain, particularly with robust forensic
methods like SIFT (Scale Invariant Feature Transform). Recent research has
introduced methods to remove SIFT key points to bypass detectors, alongside
algorithms for detecting such removals and injecting fake key points to mislead
detection efforts. The formalization of forensic and counter-forensic problems
involves understanding the image generation process, distinguishing between original,
processed, authentic, and manipulated images, and modeling forensic analysis as a
classification problem. Counter-forensic attacks can be integrated, altering the
generation process to prevent detectable traces, or post-processing, modifying images
after generation. Attacks may be targeted, designed to counter specific forensic
methods, or universal, aiming to evade detection by various tools. The field continues
to evolve, balancing effective counter-forensic techniques with maintaining image

quality.

In the realm of JPEG compression, specific artifacts are created, including the comb-
like pattern in the Discrete Cosine Transform (DCT) coefficient histogram and
blocking artifacts in the spatial domain. Initial counter-forensic techniques aimed to
obscure these footprints. Stamm et al. (2010a) introduced anti-forensic dithering to
mitigate gaps in the DCT histogram by adding noise that mimics the unquantized
coefficient distribution. Lai and Béhme (2011) identified peculiar traces left by anti-
forensic dithering, developing detectors to reveal these traces and subsequently
refining their dither technique to counteract these detectors. Valenzise et al. (2011b)
evaluated the perceptual impact of dithering and introduced a detector based on total

variation (TV) to identify dithered images, though this approach was not robust
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against techniques like those by Fan et al. (2013b), which use TV minimization to
remove JPEG blocking artifacts and include a de-calibration stage. Li et al. (2012)
examined how random DCT modifications disrupt coefficient correlations and
proposed methods to detect these changes, outperforming previous techniques. Fan et
al. (2013a) challenged assumptions about the Laplacian distribution of DCT
coefficients and introduced a non-parametric smoothing technique to counteract anti-

forensic dither.

Counter-forensic methods also target detection of multiple JPEG compressions, which
can indicate image manipulation. Chunhui et al. (2012) proposed removing double
quantization artifacts, while Milani et al. (2013) altered the first digit probability mass
function to align with a single compressed image, countering detectors based on

Benford’s law.

To address histogram manipulations, contrast enhancement can create impulsive
peaks and gaps in the grayscale histogram. Cao et al. (2010a) employed Gaussian
dithering during contrast remapping to remove these features, impairing known
detectors. Barni et al. (2012) introduced a universal post-processing technique to
modify manipulated image histograms to match authentic images from a database,
effectively neutralizing contrast enhancement detectors. Lin et al. (2013) developed a
contrast enhancement detector for color images, addressing alterations in high-

frequency components.

Resampling evidence is crucial for detecting cut & paste forgeries, as it often requires
resizing or rotating parts of an image. Kirchner and Béhme (2007; 2008) proposed a
method to avoid periodic dependencies by adding Gaussian noise to high-frequency
pixels during resampling and applying median filtering to low-frequency pixels.
Fontani and Barni (2012) focused on detecting median filtering traces by optimizing

sliding window operators to remove filtering footprints.

Forging the source of an image, such as altering PRNU or CFA patterns, can obscure
the origin of a digital image. Gloe et al. (2007b) and Kirchner and Béhme (2009)
proposed methods to replace authentic PRNU and CFA patterns with target patterns,
respectively. Rao et al. (2013) challenged source identification methods and the

Triangle Test, providing new insights into source forgery techniques.

FACULTY OF COMPUTER SCIENCE Page 38



CHAPTER-III FORENSIC PHOTOGRAPHY

Finally, counter-forensics has been framed as a game theory problem to better
understand interactions between forensic analysis and counter-forensic strategies.
Stamm et al. (2012) and Barni (2012) applied game theory to evaluate adversarial
strategies and optimal forensic countermeasures. Barni and Tondi (2013) extended
this analysis to cases where the adversary knows the source statistics only through
training data, highlighting the complex interplay between forensic and counter-

forensic tactics.
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