BIBLIOGRAPHY

10.

11.

12.

E. K. Drake, S. Aos, and M. G. Miller, “Evidence-based public policy options
to reduce crime and criminal justice costs: Implications in washington state,”
Victims and offenders, vol. 4, no. 2, pp. 170-196, 2009.

R. Rawat, “Logical concept mapping and social media analytics relating to
cyber criminal activities for ontology creation,” International Journal of
Information Technology, vol. 15, no. 2, pp. 893-903, 2023.

J. Byrne and G. Marx, “Technological innovations in crime prevention and
policing. a review of the research on implementation and impact,” Journal of
Police Studies, vol. 20, no. 3, pp. 1740, 2011.

M. Andrejevic and M. Burdon, “Defining the sensor society,” Television &
New Media, vol. 16, no. 1, pp. 19-36, 2015.

J. B. Judis, The populist explosion: How the great recession transformed
American and European politics. Columbia Global Reports New York, 2016.
M. Baccara and H. Bar-Isaac, “How to organize crime,” The Review of
Economic Studies, vol. 75, no. 4, pp. 1039-1067, 2008.

S. Mann, “Veilance and reciprocal transparency: Surveillance versus
sousveillance, arglass, lifeglogging, and wearable computing,” in 2013 IEEE
Inter- national Symposium on Technology and Society (ISTAS): Social
implications of wearable computing and augmediated reality in everyday life.
IEEE, 2013, pp. 1-12.

H. Wang, D. Kifer, C. Graif, and Z. Li, “Crime rate inference with big data,”
in Proceedings of the 22nd ACM SIGKDD international conference on
knowledge discovery and data mining, 2016, pp. 635-644.

O. Handlin, The uprooted: The epic story of the great migrations that made the
American people. University of Pennsylvania Press, 2002.

D. Charlton, P. A. Fraser-Mackenzie, and 1. E. Dror, “Emotional experiences
and motivating factors associated with fingerprint analysis,” Journal of
Forensic Sciences, vol. 55, no. 2, pp. 385-393, 2010.

M. Goodman, Future crimes: Inside the digital underground and the battle for
our connected world. Random House, 2015.

J. Long, No tech hacking: A guide to social engineering, dumpster diving, and

shoulder surfing. Syngress, 2011.

FACULTY OF COMPUTER SCIENCE Page 128



BIBLIOGRAPHY

13.

14.

15.

16.

17.

18.

19.

20.

21.

22.

23.

24.

F. Schmalleger and T. Koppel, Criminal justice today. ABC Distribution
Company, 1999.

W. G. Skogan, “Community organizations and crime,” Crime and justice, vol.
10, pp. 39-78, 1988.

G. L. Kelling, J. Q. Wilson et al., “Broken windows,” Atlantic monthly, vol.
249, no. 3, pp. 29-38, 1982.

C. Elphick, R. Philpot, M. Zhang, A. Stuart, Z. Walkington, L. A. Frumkin, G.
Pike, K. Gardner, M. Lacey, M. Levine et al., “Building trust in digital
policing: a scoping review of community policing apps,” Police Practice and
Research, vol. 22, no. 5, pp. 14691491, 2021.

T. Georgiev, Z. Yu, A. Lumsdaine, and S. Goma, “Lytro camera technology:
theory, algorithms, performance analysis,” in Multimedia content and mobile
devices, vol. 8667. SPIE, 2013, pp. 458—467.

C. S. Brown, “Investigating and prosecuting cyber crime: Forensic
dependencies and barriers to justice,” International Journal of Cyber
Criminology, vol. 9, no. 1, p. 55, 2015.

E. E. Joh, “Policing by numbers: big data and the fourth amendment,” Wash.
L. Rev., vol. 89, p. 35, 2014.

C. L. Ruby and J. C. Brigham, “The usefulness of the criteria-based content
analysis technique in distinguishing between truthful and fabricated
allegations: A critical review.” Psychology, Public Policy, and Law, vol. 3, no.
4, p. 705, 1997.

S. Goldsmith and S. Crawford, The responsive city: Engaging communities
through data-smart governance. John Wiley & Sons, 2014.

P. Ekblom, “Deconstructing cpted. . . and reconstructing it for practice,
knowledge management and research,” European Journal on Criminal Policy
and Research, vol. 17, pp. 7-28, 2011.

A. Ristroph, “Criminal law in the shadow of violence,” Ala. L. Rev., vol. 62,
p. 571, 2010.

M. Coblenz, “Intellectual property crimes,” Alb. LJ Sci. & Tech., vol. 9, p.
235, 1998.

FACULTY OF COMPUTER SCIENCE Page 129



BIBLIOGRAPHY

25.

26.

27.

28.

29.

30.

31.

32.

33.

34.

35.

D. A. Kulmie, M. D. Hilif, and M. S. Hussein, “Socioeconomic consequences
of corruption and financial crimes,” International Journal of Economics and
Financial Issues, vol. 13, no. 5, pp. 88-95, 2023.

H. Jahankhani, A. Al-Nemrat, and A. Hosseinian-Far, “Cybercrime
classification and characteristics,” in Cyber crime and cyber terrorism
investigator’s handbook. Elsevier, 2014, pp. 149-164.

R. Sabillon, J. J. Cano, J. Serra Ruiz et al., “Cybercrime and cybercriminals: A
comprehensive study,” International Journal of Computer Networks and
Communications Security, 2016, 4 (6), 2016.

M. D. Lyman, Drugs in society: Causes, concepts, and control. Routledge,
2016.

S. Lewis, “Examining and designing community crime prevention
technology,” in CHI’12 Extended Abstracts on Human Factors in Computing
Systems, 2012, pp. 939-942.

D. O. Anderez, E. Kanjo, A. Amnwar, S. Johnson, and D. Lucy, “The rise of
technology in crime prevention: Opportunities, challenges and practitioners
perspectives,” arXiv preprint arXiv:2102.04204, 2021.

W. A. Agangiba and M. A. Agangiba, “Mobile solution for metropolitan crime
detection and reporting,” Journal of Emerging Trends in Computing and
Information Sciences, vol. 4, no. 12, pp. 916-921, 2013.

M. C. G. Fernando, “Streetwatch: A mobile application for street crime
incident avoidance and safety solution,” in TENCON 2015-2015 IEEE Region
10 Conference. IEEE, 2015, pp. 1-5.

J.-h. Jeon and S.-R. Jeong, “Designing a crime-prevention system by
converging big data and iot,” Journal of Internet Computing and Services, vol.
17, no. 3, pp. 115-128, 2016.

A. Tundis, H. Kaleem, and M. Muhlhauser, “Tracking criminal events through
iot devices and an edge computing approach,” in 2019 28th International
Conference on Computer Communication and Networks (ICCCN). IEEE,
2019, pp. 1-6.

N. AlDahoul, H. A. Karim, R. Datta, S. Gupta, K. Agrawal, and A. Albunni,

“Convolutional neural network-long short term memory based iot node for

FACULTY OF COMPUTER SCIENCE Page 130



BIBLIOGRAPHY

36.

37.

38.

39.

40.

41.

42.

violence detection,” in 2021 IEEE International Conference on Artificial
Intelligence in Engineering and Technology (IICAIET). IEEE, 2021, pp. 1-6.
A. Tundis, M. Uzair, and M. Mu"hlh"auser, “An iot-based context-aware model
for danger situations detection,” Computers & Electrical Engineering, vol. 96,
p. 107571, 2021.

P. C. Ferreira, V. N. Ataide, C. L. S. Chagas, L. Angnes, W. K. T. Coltro, T.
R. L. C. Paixao, and W. R. de Araujo, “Wearable electrochemical sensors for
forensic and clinical applications,” TrAC Trends in Analytical Chemistry, vol.
119, p. 115622, 2019.

C. Meffert, D. Clark, 1. Baggili, and F. Breitinger, “Forensic state acquisition
from internet of things (fsaiot) a general framework and practical approach for
iot forensics through iot device state acquisition,” in Proceedings of the 12th
International Conference on Availability, Reliability and Security, 2017, pp.
1-11.

A. Mylonas, V. Meletiadis, B. Tsoumas, L. Mitrou, and D. Gritzalis, “Smart-
phone forensics: A proactive investigation scheme for evidence acquisition,”
in IFIP International Information Security Conference. Springer, 2012, pp.
249-260.

K. Lekshmi and V. Vaithiyanathan, “Source camera identification of image
for forensic analysis using sensor fingerprints,” in 2018 Fourth International
Conference on Computing Communication Control and Automation
(ICCUBEA). IEEE, 2018, pp. 1-5.

N. Malik, J. Chandramouli, P. Suresh, K. Fairbanks, L. Watkins, and W. H.
Robinson, “Using network traffic to verify mobile device forensic artifacts,” in
2017 14th IEEE Annual Consumer Communications & Networking
Conference (CCNC). IEEE, 2017, pp. 114-119.

A. Jahangiri and H. A. Rakha, “Applying machine learning techniques to
transportation mode recognition using mobile phone sensor data,” IEEE
transactions on intelligent transportation systems, vol. 16, no. 5, pp. 2406—

2417, 2015.

FACULTY OF COMPUTER SCIENCE Page 131



BIBLIOGRAPHY

43.

44,

45.

46.

47.

48.

49.

50.

51.

J. Rosser, J. Morley, and G. Smith, “Modelling of building interiors with
mobile phone sensor data,” ISPRS International Journal of Geo-Information,
vol. 4, no. 2, pp. 989-1012, 2015.

Y. A. Khan, S. Imaduddin, R. Prabhat, and M. Wajid, “Classification of
human motion activities using mobile phone sensors and deep learning
model,” in 2022 8th International Conference on Advanced Computing and
Communication Systems (ICACCS), vol. 1. IEEE, 2022, pp. 1381-1386.

A. Horwitz, E. Czyz, N. Al-Dajani, W. Dempsey, Z. Zhao, I. Nahum-Shani,
and S. Sen, “Utilizing daily mood diaries and wearable sensor data to predict
depression and suicidal ideation among medical interns,” Journal of Affective

Disorders, 2022.

A. O'guz and O . F. Ertu'grul, “Human identification based on accelerometer
sensors obtained by mobile phone data,” Biomedical Signal Processing and
Control, vol. 77, p. 103847, 2022.

M. R. Pradhan, B. Mago, and K. Ateeq, “A classification-based sensor data
processing method for the internet of things assimilated wearable sensor
technology,” Cluster Computing, pp. 1-16, 2022.

R. Wampfler, S. Klingler, B. Solenthaler, V. R. Schinazi, M. Gross, and C.
Holz, “Affective state prediction from smartphone touch and sensor data in the
wild,” in CHI Conference on Human Factors in Computing Systems, 2022, pp.
1-14.

M. Okmi, L. Y. Por, T. F. Ang, W. Al-Hussein, and C. S. Ku, “A systematic
review of mobile phone data in crime applications: a coherent taxonomy based
on data types and analysis perspectives, challenges, and future research
directions,” Sensors, vol. 23, no. 9, p. 4350, 2023.

A. Al-Dhagm, S. Abd Razak, R. A. Ikuesan, V. R. Kebande, and K. Sid-dique,
“A review of mobile forensic investigation process models,” IEEE access, vol.
8, pp- 173 359-173 375, 2020.

Y.-Y. Teing, A. Dehghantanha, and K.-K. R. Choo, “Cloudme forensics: A
case of big data forensic investigation,” Concurrency and Computation:

Practice and Experience, vol. 30, no. 5, p. €4277, 2018.

FACULTY OF COMPUTER SCIENCE Page 132



BIBLIOGRAPHY

52.

53.

54.

55.

56.

57.

58.

D. Kim, Y. Lee, and S. Lee, “Mobile forensic reference set (mfres) and mobile
forensic investigation for android devices,” The Journal of Supercomputing,
vol. 74, pp. 6618—-6632, 2018.

E. R. Mumba and H. S. Venter, “Mobile forensics using the harmonised
digital forensic investigation process,” in 2014 Information Security for South
Africa. IEEE, 2014, pp. 1-10.

S. Davlin, “The new dna: How investigators are using cell phones and video
surveillance to solve crimes,” Jul 2023.

R. Padilla and J. Zarracina, “How police work with google to obtain cellphone
location data for criminal investigations,” Sep 2022.

r. Corporation, “Using digital data in criminal investigations rand
corporation,” 2017.

M. Wendorf, “How cell phone tracking is increasingly being used to solve
crimes,” Mar 2021.

S. Daware, S. Dahake, and V. Thakare, “Mobile forensics: Overview of digital
forensic, computer forensics vs. mobile forensics and tools,” Int. J. Comput.

Appl, vol. 2012, pp. 7-8, 2012.

FACULTY OF COMPUTER SCIENCE Page 133



